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~$ whoami
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Romain Petro

→ Formerly Security Engineer (at Hacknowledge)
→ Formerly Team Leader (at Hacknowledge)

→ Currently SIEM Architect (at Hacknowledge)

Specialized on Microsoft Sentinel, Splunk and Elastic

Technical lead on the Elastic Stack
→ Maintenance, monitoring, enhancements



About Hacknowledge
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We provide simple, efficient and pragmatic 
solutions and services to improve our 
customers’ cybersecurity maturity.

Switzerland: Headquarter and central hub for 
operations, incl. Datacenters

Luxembourg: Commercial representation for 
BENELUX clients, hub for Offensive security

52 employees – incl. 47 security engineers

ISO 27001 certification

majority shareholder since 2022

Morges (HQ), Switzerland

Luxemburg



Sensors components

› Custom 
development

› Optimized

› Hardware or virtual

› Managed by 
Hacknowledge

› Many interfaces

Our 
Sensors

Log collector

› Push / Fetch

› Cache and filter

› Local correlation

› Enrichment and tech 
partnerships

IDS

› Span , tap , rspan

› Managed by 
Hacknowledge

› Different feeds

› CIRCL, FIRST, 
Commercial, Gov...

Honeypots

› As many as needed

› Low or high interaction

› Different services : file, 
web, VOIP, DB,..

Vulnerability scanning

› Launched from sensor

› Provides you with 
visibility

› Helps to prioritize and 
understand alerts

Sensor’s characteristic

› 4 x SFP+ 10 Gbs interfaces

› 6x 1Gbs copper interfaces

› 8 cores processors

› 16G Ram-Disk (all logs are cached and 
managed in RAM to extend SSD life)
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IDS Setup problematics
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1. We setup Network Intrusion Detection systems on our sensors
2. We ask the customer to replicate the traffic of its network equipments
3. The customer doesn’t always have the technical background to correctly setup a port 

mirroring

→ We end up with a partial network coverage on our customer networks

Few years ago, we added Zeek as a debug tool for IDS setup.
Instead of a Tcpdump manual session, we bring more context for the customer:
• Which VLANs are we observing
• Which kind of protocols do we catch
• Which subnets are we monitoring



ELK Stack components
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Kafka

Logstash

• Fault tolerance

• High flow

• Small latency

• Ingestion variety

Logs management

Logs processing

• Easy to use for everyone

• Permissions split

• Logs access (low and high level)

• Security detections

• Free license

• Infinite volume

• Solution Open Source

• Important community

• Customizable for any source

Elasticsearch

Kibana

Database

Search and Analytics

• Open source

• Frequently updated

• Vitesse de traitement

• Multi format (noSQL)

RPE



Common ELK Architecture
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Zeek in a nutshell
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• Open source Network Security Monitoring tool

• Formerly known as Bro

• ECS format (made for Elastic)

• 50+ log files

• Highly customizable



Zeek architecture
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Zeek dashboards
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ICS/IoT Environment



Zeek for IoT ?
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• We almost deploy Zeek by default when we setup new sensors

• We need an easy and effective tool to monitor IoT environments

• We keep the same workflow for « usual » deployments and IoT ones

• Zeek can monitor IoT protocols:

Conclusion: Let’s use Zeek !



Zeek Modbus – Raw logs
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Zeek Modbus - Dashboards
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Zeek Modbus – Transforms (CMDB style)
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Zeek Modbus – Machine Learning
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Zeek Modbus – Anomaly Explorer
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Zeek Modbus – Anomalies
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Zeek with Elastic conclusions
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+ Pros

• Easy to setup

• No differenciation between IT and IoT environments

• Really flexible and customizable -> develop your own use-cases

• Good complementarity with the Elastic Agent for higher level machines

- Cons

• Huge amount of data to process/store

• Fully passive

• No real CMDB view
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ICS/IoT Security – Full Elastic coverage
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Thank you!
Questions?
(See you soon)



Hacknowledge SA
Rue de Lausanne 35A
1110 Morges
Switzerland
+41 21 519 05 01
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Luxembourg
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hacknowledge.com
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