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Roles are where the 
“dynamic” came from

“Segmentation” refers 
to the separation of 
traffic

Role:



ClearPass Policy Manager

Role: (simplified)

1) Allow: user to www.office365.com with priority 
2) Allow: user to “internet”
3) Allow: user to ERP (192.10.x.x)
4) Block:  any to any



ClearPass Policy Manager

Role: (simplified)

1) Allow: user to “video NAS”
2) Block:  any to any
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RADIUS Action to 

force notification page

Send user SMS 

notification

Update Palo 

Alto Firewall

Open Help 

Desk Ticket

Sound the 

alarm!

Send Email to 

security team





Security Service Edge

Security service edge (SSE) secures access to the web, cloud services and private applications. Capabilities 

include access control, threat protection, data security, security monitoring, and acceptable-use control enforced by 

network-based and API-based integration. SSE is primarily delivered as a cloud-based service and may include on 

premises or agent-based components.” *

Gartner*Gartner, “Magic Quadrant for Security Service Edge,” February 15, 2022

“

• Eine neue Gartner Kategorie und Magic Quadrant, 

eingeführt February 15, 2022

• Secure Access Service Edge (SASE) framework has 

evolved with the two major segments represented by 

• WAN Edge (SD-WAN) and 

• New Secure Service Edge (SSE) Magic Quadrant

• SSE includes

• Secure Web Gateway (SWG)

• Cloud Access Security Broker (CASB)

• Zero Trust Network Access (ZTNA)

• Other cloud-delivered security functions, e.g., FWaaS, RBI, 

SD-WAN integration
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