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Security Herausforderungen
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SAFETY IS
PARAMOUNT

Da Safety flr ICS-
Kunden von grof3ter
Bedeutung ist,
betrachtet man die
zielgerichtete
polymorphe Malware
Triton seit 2018 mit
grofdter Sorge

SECURITY NOT
DESIGNED

Security ist fur ICS
Endpoints, Controller
und deren
Kommunikations-
protokolle nicht
vorgesehen

OUTDATED LEGACY

OPERATING
SYSTEMS

ICS Gerate flhren
sehr haufig veraltete
Legacy
Betriebssysteme aus
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VISIBILITY

fehlende Sicht

mangelnde Kontrolle

“We back up our data on sticky notes because
sticky notes never crash.”




Shodan

SIEMENS

&% SHODAN

#% Exploits

TOTAL RESULTS
» Diagnose

» Diagnosepuffer

» Baugruppenzustand

» Kommunikation

+ Variablenstatus

» Beobachtungstabellen

Germany » Anwenderseiten

TOP CITIES » Dateib

Hamburg
Frankfurt am Main

Duisburg » Intro

Bad Blankenburg
Berlin

Deutsche Telekom AG
Vodafone Kabel Deuts:
PrimaCom Manageme:
mdex GmbH

Vodafone DSL

Linux 2.4-2.6
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WIND TURBINE STATUS AND CONTROL

Power Meter

Ua=2399V Ub=2396V

Ue=2387V

Ia=3589A Ib=543A

Ie=605A

P =39.8947 kW

8§ =40.4147 kVA

Q=-6.4619 kVAr

PF=099

ImpWh = 41907 41 kWh

ExpWh =633.256 kWh

ImpVArh = 647.736 kVArh

ExpVArh = 40804.05 kVArh

Turbine Parameters

Wind Speed = 8.19

‘Wind Direction = 176

Motor RPM = 1001.77

Main Shaft = 45.22

Motor Temp = 13

Bearing Temp = 37.7

Brake Temp = 30.2

Ambient Temp = 8

Multiplicator Temp =31.2

Step=35
Fault Code =0

Turbine

MAN START

Rotation

START




Cyber-Physische-Sicherheit

Aktuellen Status = Anderungen Erhalten und

Enterprise- :
Assets identifizieren Sicherheitsarchitektur Aus-und Compliance und
erstellen Weiterbildung interne Audits

Architektur
bereitstellen

Sichtbarkeit

erhalten

Assetes erkennen, wo sie
sich befinden, was sie tun.
Dieser Schritt ist
entscheidend, um zu
ermitteln, was zu schutzen ist
und welches Risiko mit den
Assets verbunden ist, um
eine effektive Sicherheitslage
zu gewahrleisten

Risiken o |
eginnen mit bekannten
verstehen Framework, z.B. IEC-62443.

Anpassen des Sicherheits-

Risiken verstehen, die mit
den Assets verbunden sind,
was dies bedeutet, und um
einen Angriff zu verhindern

Blueprint an die
Umgebung.Implementieren,
verwalten und unterstitzen

der LOsung, um eine
kontinuierliche Verbesserung,

_ Berichterstellung und
Uberprifung sicherzustellen

AalR
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NIS Directive 2.0 (EC 2016/1148)

EU NIS2 ist der europdische Rahmen flr Betreiber Kritischer Infrastrukturen und

legt Cyber Security Mindeststandards in der EU fest. NIS2 (EU 2022/2555) erweitert

die Betroffenheit und Pflichten deutlich — ab 2024 missen viele Unternehmen in 18

Sektoren ab 50 Mitarbeitern und 10 Mio. EUR Umsatz Cyber Security umsetzen.

Kategorie Sektoren

Essential Energie, Transport, Banken, Finanzmarkte,
Gesundheit, Trinkwasser, Abwasser, Digitale Infrastruktur,

ICT Service Management, Offentliche Verwaltung, Raumfahrt

Important Post und Kurier, Abfallwirtschaft, Chemikalien, Erndhrung,

Industrie, Digitale Dienste, Forschung

Quellen: https://www.openkritis.de/it-sicherheitsgesetz/index.html
https://www.openkritis.de/it-sicherheitsgesetz/eu-nis-2-direktive-kritis.html

AmR
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Schritt 1: Sichtbarkeit




OT Cyber Threat Assessment
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Responding to Threats in Real Time

© Fortinet Inc. All Rights Reserved.

Monitor
A threat is detected and an alert is
generated

Detect
User-defined policies are examined and
the appropriate corresponding action is
triggered

Protect

FortiGate responds according to the
user-configured action (Node Blocking,
Link Blocking, or Kill Session) in order to
mitigate the issue

13
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Schritt 2: Segmentierung

Secure Access
(FortiSwitch/AP/Extender/NAC)

A
Segmentation / Encrypted
Communication / IDS/IPS (FortiGate)

- © Fortinet Inc. All Rights Reserved. 15



Lv2
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VLAN Routing vs. Micro-Segmentierung

I | I Firewall I l I FortiGate

© Fortinet Inc. All Rights Reserved. 17



Schritt 3: Sicherer Zugang

Secure Access
(FortiSwitch/AP/Extender/NAC)

A
Segmentation / Encrypted
Communication / IDS/IPS (FortiGate)

Access Control — Users, Devices,

Applications and Protocols (FortiGate
and FortiAuthenticator)

AR q 2
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Schwachstelle: Remote-Zugange 9

Cloud Services
Industrial Internet of Things
Remote Access ¢
3 Party Vendors & Employees

Level
External

External
Internet

« ,Honey Pot”® fur Angreifer

- Oft ungesicherter Zugang zur Anlage 8 e
* Im Internet sichtbar, meist langer als Arbeiten dauern 8 gl==2 DMZ Services

] . uﬁ Level Enterprise Corporate
« Unbeobachteter Datentransfer in die Anlage Local Area Network

und aus der Anlage

« Unsicherer Umgang mit Login-Daten Management Zone

Operational Site DMZ

Operations &
Control

Manufacturing Zone
Operational Site Data Center

Supervisory Control
Suparvisary Control Network

Process Control
Local Area Metwark

Control Area
Zones

Physical Plant Floor

Instrument Bus Metwork

AmR
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Use Case Fernwartung Uber Jump Host

AD Guest Account
— —
> F HTTP/SSH RDP
Jump Host
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O Session recording
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Created with WhiteboardFox_com
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Use Case Fernwartung Uber Ticketsystem

g——-’lll’

Operator Rendezvous-
ﬁ Tlcketsystem
\ 4
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Techniker
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Weitere Schritte

© Fortinet Inc. All Rights Reserved.

Segmentation / Encrypted
Communication / IDS/IPS (FortiGate)

Access Control — Users, Devices,
Applications and Protocols (FortiGate
and FortiAuthenticator)

Secure Access
(FortiSwitch/AP/Extender/NAC)

Vulnerability and Patch Management
(Fortiweb/FortiClient/FortiEDR/FortiGate)

Unknown Samples Analysis

(FortiSandbox via FortiGate, FortiMall,
FortiWeb, FortiClient & FortiEDR)

Log Collection for Correlation and
Security Auditing (FortiSIEM/FortiSOAR)

23



OT related Dashboard

@ DASHBOARD

Security Dashboard - | §  Perimeter

+| T

£ Filters

Time Range : N
1P All

Host : All

User : All
Device Properties : All

Site Properties : All

App Properties : All

Event Name : All

Event Severity Category : All

Purdue Level : All

OT: Asset Level External Commnunication

54.192.150.45
54.192.150...
218.186,3.37
13.224.250...

54.192.150.44

Access Malware Vulnerability Exploits UEBA Al Alerts UEBA Events Policy Violation OT/leT g L
OT: All Incident Summary OT: Top Incident Source
Last 1 hour@10:57 Last 1 hour@10:57
Severity
Event Name Purdue Level Count
Category 192.168.99.99,Lavel 2
Large Outbound Transfer Level 2
Large Outbound Transfer To Outs... Level 2 (Ll R
Sudden Decrease in Reported Ev.. Level 3.5 1 (|
192.166.95.50 Level 2,Level 4
Sudden Increase In DNS Regquests Level 2 1 |
Sudden Increase in Reported Eve, Level 3.5 1 . 192.168.100.195, Level 1
Sudden increase in Traffic From .. Level 2 1 -
Fortisandbox detects Network At.. [ M  Level 1 - 192.168.100.195, Level 1, Level 4
FortiSandbox detects Hetwork AL Level 2 1 .
192.168.138.109,Level 3.5, Level 4
OT Modbus Write Command Initia... Level 1 1 |

OT: Asset Level External Commnunication

0-631
631 - 1072

1072 - 2352
W 2352 9431
W9431 - 10603

13.224.250.16

54.192.150.87

8.8.8.8

52.6,26.107

52.0.218.127

Last B hours@1

OT: Inter Purdue Level Traffic Summary

Last & hours@10:57 Last 8 hours@10:57

Layout: Tie- | & & &

OT: Top Incident Destinations
Last 1 hour@10:57

52.0.218.127,Level 2

52.6.26.107 Level 2

192.168.95.99, Level 1,Level 4

192.168.95.99 Level 3.5 Level 4

192.168.99.99, Level 2, Level 4

192.168.100.197,Level 1

OT: Intra Purdue Level Traffic by Level
Last 8 hours@10:57

137 Bast |

COUNT(Matched Events)

¢ Level 2,52.6.26.107:9687.

8.8:9367

evel 2,8

evel 2,54.192.150.87:3932

Level 2,52.0.218.127:10603-
evel 2,13.224.250.16:1300
evel 2,54.192.150,44:1168

evel 2,13.224.250.127:930
evel 2,218.186.3.37:633

Saurce IP Src Level Destination P Dest Level Count  DeviceToCMDBAtr(Saurce IP:Business Unit) o
52.0.218.127 192.168.95.99 Level 4 192.168.98.70 Level 1.5 52 Level 1 200 |
192.168.99.99 Level 2 52.0.218.127 12
192.168.99.99 Level 2 52.6.26.107 1
52.6.26.107
192.168.99.99 Level 2 8.8.8.8 10
Level 2
192.168.99.99 Level 2 54.192.150.87 46
192.168.99.99 Level 2 13.224.250.16 14
192.168.99.99 Level 2 54.192.150.44 14
sanz15047 ] 192.168.99.99 Level 2 13.224.250.127 10
13.224.250.1
'ri;r,-;gg;;; 192.168.99.99 Level 2 54.192.150.129 72
P amx OT: Asset Level External Commnunication 15 SOx OT: Asset Level External Commnunication
Last 8 hours@11:37
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Ot-the-box OT related
dashboard

Customize for use case:

« Widget Types
* Widget Reports
« Widget Time Scales

Map data ©2021 | Terms of Use
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Automated Detection and Response

Automated Deception and Response
(FortiDeceptor)

- © Fortinet Inc. All Rights Reserved. 25
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Fortinet
Security
Fabric

Umfassend

Sichtbarkeit und Schutz der
gesamten digitalen Angriffsflache,
um das Risiko besser bewerten zu
kdénnen

Integriert

Der Management-Aufwand und die
Komplexitat werden reduziert,
Informationen zwischen den
Bausteinen ausgetauscht

Automatisiert

Selbstheilende Netzwerke mit Kl-
Komponenten, um Security-Vorfélle
schnell und effektiv behandeln zu
kdénnen

Security
Operations Internet

Travel

[ ]
[ ]
[ ]
L ]
r 4 \ / -
/ \ [ ]
\ / / o (3
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Cloud . {é‘}
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5 User and ‘".

Device

" Security Public
Cloud
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Campus . 'f FortiGuard
- ﬁ Threat
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Industrial Security Fabric fur Operational Technology

Cloud |
Services

External
Internet

Enterprise
Zone

Operations &
Control

L\ —_— L} L} _— _— —_— _— L} _— L} _— —_— _— L} _—

Control Area Zones

Levels

Cloud Services
Industrial Internet of Things

Internet | |

Remote Access
3" Party Vendors & Employees

Internet |
DMZ

Enterprise Corporate
DMZ Services

|

Enterprise Corporate
Local Area Network

3.5 | OT DMZ ”

Management Zone
Operational Site DMZ

3 | Site |

Manufacturing Zone
Operational Site Data Center

Supervisory Control Network

1 | Basic ”

Process Control
Local Area Network

0 | Physical |

Physical Plant Floor

Instrument Bus Network

Supervisory Control |
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Remote Access
Wide Area Network

Management & Analytics
Advanced Threat Protection
Authentication

Internal Segmentation
Zones of Control

Application & Traffic Visibility
Zones of Control
Secure Access
Endpoint Protection

29



Kontrolle und sichere OT Netze durch

SICHTBARKEIT SEGMENTIERUNG SICHERER ZUGANG
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_
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