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Claroty At-A-Glance
Empowering organizations with unmatched security for all cyber-physical systems across the XIoT
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VALIDATION FROM LEADING INDUSTRY ANALYST FIRMS & OTHER TRUSTED THIRD-PARTIES

DEEP DOMAIN EXPERTISE GLOBAL ADOPTIONCOMPREHENSIVE CAPABILITIES

HQ: NYC Founded: 2015 Funding: $635M (Series E) Customers: 600+

The Extended Internet of Things (XIoT) 100s of Orgs, 1000s of Sites, 50+ Countries, 25+ Verticals 
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First Malware
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The Rapid Proliferation of CPS
Threats to industrial environments are increasing in scale and velocity

2030sIndustry 5.0: THE EXTENDED INTERNET OF THINGS
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Industry 4.0: CYBER-PHYSICAL SYSTEMSIndustry 3.0: CYBER SYSTEMS & PHYSICAL SYSTEMS
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The Journey To Achieving Business Outcomes
The CPS Security Journey: As Told by Gartner1
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1Source: Market Guide for Operational Technology Security, Gartner, 2021

Phase 1  

Awareness

Recognize, commit to 

addressing the need 

for CPS security

60% of orgs 

are here*

Phase 2  

Visibility

Gain CPS visibility 

via asset discovery, 

network mapping 

Phase 3  

“Oh Wow!”

Identify security blind 

spots, risks, 

governance gaps

30% of orgs 

are here*

Phase 4

Firefighting

Prioritize & address 

top blind spots, risks, 

governance gapS

Phase 5  

Integration

Integrate & align CPS with 

SOC/IT security program, 

tools, governance

10% of orgs 

are here*

Phase 6  

Optimization

Harness CPS security 

capabilities to drive 

operational resilience
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The CPS Security Journey: Tailored to Your Priorities
Three simplified, flexible onramps to achieving CPS security maturity based on what matters most to you

CPS Security 

Journey

Control Access 
Gartner phase: 4. Firefighting

● How to provide internal & third-party personnel with remote 

access to your CPS based on their use cases?

● How to manage risks posed by their access?

● How to lower MTTR & reduce unplanned downtime?

Detect & Respond to Threats 
Gartner Phases: 5. Integration, 6. Optimization

● What threats are you most concerned about?

● How should your staff manage alerts?

● How can your existing tech & governance support your CPS?

Understand Your Assets
Gartner Phases: 1. Awareness, 2. Visibility, 3. “Oh Wow!”

● What assets are in your environment?

● How is your environment structured?

● What vulnerabilities & risks are present?

● How to manage those vulnerabilities & risks?



XIoT Cyber Resilience Solution for your 
Industrial Cybersecurity Journey

Introducing 

Claroty Continuous 

Threat Detection (CTD)
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Asset Discovery
Depth of Visibility Through Precision Techniques
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Level 2

Level 0

Level 3

Level 3.5

Level 1

Level 4

CTD Server

• Passive

• Safe Queries

• AppDB

CTD Sensor

• Passive

• Safe Queries

Understanding the Network

With Support for over 300 XIoT protocols

Passive 
Safe 

Queries
AppDB All

Asset Enrichment ✓ ✓ ✓ ✓

Quick Deployment ✓ ✓ ✓ ✓

Vulnerability Insights ✓ ✓ ✓ ✓

Scalable ✓ ✓ ✓

Speedy Collection ✓ ✓ ✓

Customizable ✓ ✓

Example 3-tier deployment

CTD Enterprise 

Management Console



SaaS Deployment

● Flexible, safe, and effective asset 

discovery methods that fit your 

environment

● Automated platform and security 

intelligence updates

● Tiered deployment with layered 

cloud-security controls and industry 

standard practices

Claroty In Your 

Industrial Environment
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Asset Discovery
Depth of Visibility Through Precision Techniques
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Level 2

Level 0

Level 3

Level 3.5

Level 1

Level 4

xDome collection server

• Passive discovery

• Integration gateway

xDome collection server 
or Claroty Edge collector

Understanding the Network

With Support for over 450 XIoT protocols

Passive Claroty Edge

Asset Enrichment ✓ ✓

Quick Deployment ✓ ✓

Speedy Collection ✓ ✓

Scalable ✓ ✓

Vulnerability Insights ✓ ✓

Example 3-tier deployment



Claroty Your Way
Extending Core IT Cybersecurity Tools to the Industrial Environment

NAC

ISE

ClearPass FortiNAC

Ticketing

Asset Discovery 

& Enrichment
T.IO; T.SC; NessusInsightVM; Nexpose

Vulnerability & Risk Management

Firewalls

Network

Infrastructure

Threat Detection

SIEMSOAR

Asset Management

Network Protection

MDM

Network 

Management

Prime; DNA-C

Airwave

DHCP/DNS

Endpoint Security

ATP

Patch

Management

SCCM

Asset and Change Management



CLAROTY INDUSTRIAL

DEMO
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CLAROTY INDUSTRIAL

Vielen Dank
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